Getting Started in eCCPIS- Security

Outline:
m OBTAIN PKI
m REGISTER ON eCCPIS
B EMAIL NASA FORMS AND BILLING CERTIFICATION FORMS

B NASA ASSIGNS RIGHTS FOR USERS

Log-In screen for eCCPIS is below. The menu options available will be displayed on the left side of

the screen. The web addressis W WW. egOV. aglng. State . 1]. LUsS.
mlihbﬁ Department on Aging - eBusiness Portal - Windows Internet E)(]ilbi"é’l‘
G;‘—; bt ‘E http:/fwww.egov.aging.state. il.us/egov/Portal.htm !3 4,‘ x| ‘!

 [ChMcafee sitea

w ok ’ /& lllinois Department on Aging - eBusiness Portal [ ’ - B

HOME VISION NEWS CONTACT US

Login to IDoA eGov Application

Get NASA Action Request Form

Get PKI User Id and Password
(in-state)

Get PKI User Id and Password
(out-of-state)

Forgot your PKI User Id or
Password?

Y-

Obtain PKI Public Key Infrastructure:

B PKI identification and password are required to log in to the eCCPIS system.

B The PKI Identification is cross-checked with the Secretary of State’s office, you must have
your Driver’s license/State ID to register.
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B If you have an out of state license, you can download and print a form to mail in to obtain
PKI. Any questions contact the PKI customer support at 1-866-465-9119.

Navigate to eCCPIS Website: www.egov.aging.state.il.us, click on menu option ‘Get PKI User ID
(In-State)’. You will be redirected to the State of Illinois PKI registration screen and submit online.

/€ State of lllinois - PKI - Registration Form - Windows Internet Explorer mEX
@- v igrhttps:/jautorangiimiois.gov/iI_regiszlhtm o ‘V_IE 9| X : Se R~

7 P I . »

W 4| @ state of Illinois - PKI - Registration Form | fd - B @ - [shPage v ook ~

. T ST —
Sl | ' State of Illinois s

W Digital Identification

3 .- -
State of Illinois Digital Identity Registration

Enter your personal information exactly 2= registered vith the SOS Driver Services Department and found on your valid Illincis Drivers License or Identification Card.

For Assistanc

h problems call 217-785-8880 ...

respond by This is concerning the registration process for 2 digital certificate”...

Questions sbout State of Illinois Digitl Signatures? Read the FAQ

Personal Information as currently registered with the Illinois Secretary of State

First Name: | Middle Name or Initial:

Last Name: Name Suffix: (Jr, Sr,
1)

Address

Street Address:

City: Zip Code:
XXXXX

Personal Validation

Driver's License Number:

XXXX=XXXX=XXXX

Weight As Shown On License: Ibs

User Information

E-mail Address: The e-mail address you enter will be included in your Digital ID. This will enable you to use the Digital ID for signing and
(ex. xxxxx@yyy.com) encryption with certain e-mail software and will enable others to encrypt e-mail sent to you if they already know your

e-mail address. This will also provide us with a way to notify you in case of problems.

User Name: You will use the Username that you select along with your password (which you will select later) to access your digital
(ex. JohnDoe or identity. Select a Username that you will be able to remember easily. If the Username that you ask for is already in
JohnDoel) use, you will be prompted to select another.

Do NOT use a single quote (') in your username.

“The Reouested Username can be uo to 30 charscters in lensth

Do @ Internet #100% ~

Enter the information on the form EXACTLY as it appears on your Illinois Driver’s license or State
of Illinois ID card.

The User Name and Password that you create will be your login for eCCPIS. Do not share this
information with anyone else. See PKI FAQ’s
https://www2.illinois.gov/sites/doit/services/catalog/security/Pages/PKI-FAQs.aspx this PKI cannot
be shared with co-workers as it is linked to your Driver’s license.

Out of State PKI applications must be mailed to:
Illinois Dept. of Central Management Services
Cyber Security, PKI

201 W. Adams St.

Springfield, IL 62704-5170
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Log-In to eCCPIS to Register

B Click on “Login to IDoA eGov Application” to register on ECCPIS. You will only register

the first time logging into the application.

B After you are registered email AGING.InfoTech@illinois.gov your required forms.

B Contact your agency NASA to assign you rights to your contracts.

Navigate to eCCPIS Website: www.egov.aging.state.il.us, click on menu option ‘Login to IDoA

eGov Application’. Enter your User name and login from the PKI. The registration screen will

open.

tw - B

eGOV

Department on Aging =Gov Apphcations

USER REGISTRATION

Enter the fields below and press Submit to perform User Registration

User Information

First Name™ Last Name™

! 1 [ ]

Work Phone Number Work Email )
[ || - | | |

Agency Name™

[

Agency Contract Number™

Agency Phone Number
| | [ -1 -1 |

Address Linel™
|

|
Address Line2
1 J

CGity™ County™

State™ Zip Code™
1 | L I

Cancei

Fields marked with a * are required.

User Type™
|S=User: &6

3 -ccu o~

12

2=

=

|E - ElderRights Provider
=8

|R - Disabled Ride Free

Agency Name and Agency Contract Number should be entered as exactly as your NASA has

registered.

User Type Description | Definition

2 - NASA

NASA access to billing menus and administration menus (full access)

3 - User

User access to billing menus (billing access)

9 - NASA Waiver only | NASA for Waiver activities

0 - NASA NO Waiver

NASA for agency does not include WAIVER activities

A - User Waiver Only

User access to Waiver Activities (limited access)

B - User No Waiver

User has rights but does not have access to Waiver activities
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NASA — Network Agency Security Administrator

The NASA is the “Super User” at an agency. The NASA will have the ability to grant access to other
user’s. The NASA form can be obtained from www.egov.aging.state.il.us by clicking on the Get
NASA Action Request Form menu option on the left side of the screen.

Illness Department on Azmg
Duvision of Innovation & Technology
Network Agency Security Administrator [NASA} Action Request

Action Requested
[ AddNewNAsA [] Deliste Current NASA [[] Change NASA Information

Network Aeney Information
Name of Conpany Comracting with IDOA ‘

Nmaf(unm’.%mhﬂzizaékpmsmnm‘

Address | iy |

State ZipCode

Nenwork Agency Security Adwinistrator Informarion

Last Name First Name |

Email Address | Phone Number
_Antharized to maintain access for comtracifs). List contracts and select add or delete for each comtract
‘Contract Number Add Delets Confract Number Add Delete

[ oo oo
[ ool oo
[ ool o
[ oo |l oo
| ool oo
[ ool oo
[ ool oo
[ ool oo

Company Aushorized Represensarive Signamre

Network Agency Security Adwinistrator (N4S4) Signature

|
|
DO Contract Deparanent Represensative Signature
\ |
DOA Information Technology Representazve Signamre

|

Please email completed form to Aging Inforechwillinois.gov

The form must be signed by the intended NASA and also by the Company Authorized
Representative which is the person at your agency that signs your contracts with IDoA at the
bottom of the form.

All NASA forms must be emailed to AGING.InfoTech@illinois.gov to be processed.

FEach agency can have more than one NASA. If a person with NASA security leaves your agency,
please notify IDoA immediately so that they can remove their access to eCCPIS.
Assign User Rights. We highly recommend having more than one NASA.

Only a NASA can assign rights to other users. After the User signs into eCCPIS and completes
their registration, the NASA can assign rights by using Menu Option-‘Administration-User IDS -
User Access Rights’. Put a % (percent symbol) in last name and it will bring up everyone
registered at your agency.
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eCCPIS

Community Care Program Information System

WELCOME MARGARET PROVIDER ! - Logout |
CLIENT MASTER REC USER ACCESS RIGHTS
CASE MANAGEMENT

Enter the fields below and press Submit to search users

SUMMARY REPORTS User Code 4
WAL : ‘
ADMINISTRATION Last Name

= USER IDS

shts To list 2ll active users enter 26 (percent symbol).

Cancel |

To see a list of all registered users for your agency, you can enter a % (percent symbol) in
the last name field and click Submit.

eCCPIS

Community Care Program Information System
¥ Logout |

@ Home
UPDATE USER INFORMATION

Click a link below to U user i =

User Code Name Agency Name User Type Agency Type
000000033 billing provider idoa provider 3-User 4-Provider

Page: 1of 1

e [P [Wed]

When the user name or list of user names is displayed, choose the user by clicking on the User Code
next to the name.
'WELCOME MARGARET PROVIDER 1 fi*Logout | @& Home | EHelp

CLIENT MASTER REC VIEW USER ACCESS RIGHTS
CASE MANAGEMENT

Press Upd: to d rights of the user
PAYMENTS
SUMMARY REPORTS User Code User Type Distinguish Name (DN)
WAIVER ACTIVITIES 000000033 3 - User View
ADMINISTRATION First Name Last Name

billing provider

Work Phone Number Work Email

Agency Name Agency Type

idoa provider 4 - Provider

Agency Contract Number Agency Phone Number Agency Fax Number

HHHO207999 = ===

Address Linel

421

Address Line2

City County

sp Adams-010

State Zip Code

il 62701

Access Rights Settings

Contract Number(s) View only rights All rights

AO0DS807818 =

A009912207 =

HO09611732 =

HO09908060 s

HHHO207999 =

mmu0107201 =

> Update | Back Cancel I

The User information will be displayed. Choose Update to grant rights. Choosing All rights for a
contract number will allow data entry in addition to viewing for the contract number specified.
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